UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN IA GRAI Péc 1ap — Tw do — Hanh phuc
S6: 747 JUBND-VHTT la Grai, ngay 23 thang 5 ndam 2023
Vv canh béo 15 héng bao mat

anh huong cao trong cac san pham
Microsoft cong bo thang 5/2023

Kinh gui:
- Céc co quan, don vi thuoc huy’én;
- Uy ban nhéan dan céac x4, thi tran.

Uy ban nhan dan huyén nhan duoc Cong van s6836/STTTT-CNTT ngay
18/5/2023 cua So Thong tin va Truyén thdng tinh Gia Lai vé viéc canh béo 15
hong bao mat anh huong cao trong cac san pham Microsoft cong bd thang
5/2023. Ngay 09/5/2023, Microsoft da phat hanh danh sach ban va thang 5 véi
38 16 hong bao mat trong cac san pham cua minh. Ban phat hanh thang nay dac
biét dang cha y cac 16 hong bao mat c6 mac anh huong cao va nghiém trong
sau:

- Lo ,hc‘q)ng bao mat CVE-2023-24955 trong Microsoft SharePoint Server
cho phép doi tugng tan cong thuc thi ma tir xa.

Trong thang 01 vira qua, d3 c6 hai 156 hong bao mat duoc céng bb voi ma
la CVE-2023-21744, CVE-2023-21742 lién quan dén Microsoft SharePoint
Server, nhiing 15 hong nay cho phép dbi twong tan cong thyuc thi ma tir xa, da
dugc Trung tdm Giam sat an toan khdng gian mang quoc gia (NCSC) canh béo
trong Vian ban s6 50/CATTT-NCSC ngay 11/01/2023 vé viéc 15 hong bao mat
anh hudng cao va nghiém trong trong cac san pham Microsoft cong bo thang
01/2023 (ndi dung ndy UBND huyén da trién khai tai Cong van s6 106/UBND-
VHTT ngay 03/02/2023 theo huéng dan caa S¢ TT&TT giri cho cac don vi dé
ty kiém tra, ra soat). Qua do cho théy, Microsoft SharePoint Server da va dang
la myc tiéu nham dén cua nhiéu déi twong tan cong mang nham thuc hién céc
hanh dong trai phép. Chinh vi vay, cac co quan, t6 chuc can dac biét quan tam
va c6 phuong an khic phuc, xt Iy kip thoi néu bi anh huong.

- 02 I6 hong bdo mat CVE-2023-29336, CVE-2023-24902 trong Win32k
cho phép doi tugng tan cong thyc hi¢n tan cong néng cao dac quyen. Lo hong
nay dang bi khai thac trong thuyc te.

- Lb hong bao mat CVE-2023-29325 trong Windows OLE cho phép doi
tuong tan cong thuc thi mé tr xa. Lo hong nay da dugc cong bo rong réi trén
Internet.

- L& héng bao mat CVE-2023-24941 trong Windows Network File
System cho phép doi twgng tan cong thuc thi méa tr xa.

- L6 hong bao mat CVE-2023-24932 trong Secure Boot cho phép doi
tugng tan cong thuc hién tan cong vuot qua co che bao mat (Bypass). Lo hong
nay da dugc cong bo rong rai trén Internet.
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- L6 hong bao mat CVE-2023-29344 trong Microsoft Office cho phép doi
tugng tan cong thuc thi méa tur xa.

- L& hong bao mat CVE-2023-24953 trong Microsoft Excel cho phép doi
tugng tan cong thuc thi méa tur xa.

Thuc hién khuyén nghi caa Cuc An toan théng tin (Bo Thong tin va
Truyén thong) tai Cong vin s6 729/CATTT-NCSC ngay 15/5/2023 vé viéc 15
hong bao mat anh huong cao va nghiém trong trong cac san pham Microsoft
cong bd thang 5/2023, Uy ban nhan dan huyén yéu cau cac don vi, dia phu:ong
kiém tra, ra soét, khac phuc kip thoi 16 hong bao mat anh hudng mac cao va
nghiém trong trong c4c san pham Microsoft céng bé thang 5/2023, cu thé nhu
sau:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh huéng bai 16 hdng bao mat trén dé co phuong an xir ly, khic phuc.
Thuc hién cap nhat ban va kip thoi cho céc 16 hong bao mat dé tranh nguy co bi
tan céng (Hudéng ddn chi tiét trong Phu luc dinkh kém).

2. Tang cuong giam sat va san sang phuong an xr Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cdng mang.

Uy ban nhan dan huyén yéu cau cac co quan, don vi trién khai thuc hién.///%

Noi nhan: TM. UY BAN NHAN DAN
- Nhu trén; i
- Lanh dao UBND huyén;

- CVP, PCVP, CV/(theo ddi);
- Phong VHTT;

- Luu: VT, VHTT. W
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Phu luc:

THONG TIN VE LO HONG BAO MAT ANH HUONG MUC CAO
VA NGHIEM TRQNG TRONG CAC SAN PHAM MICROSOFT

CONG BO THANG 5/2023 VA HUONG DAN XU'LY,
KHAC PHUC LO HONG BAO MAT

(Kém theo Céng van so: 836/STTTT-CNTT ngay 18 thang 5 ndm 2023

ciia 86 Théng tin va Truyén théng tinh Gia Lai)

1. Thong tin cac 16 hong bio mat:

S6
TT

CVE

MO ta

Link tham khao

CVE-2023-24955

- biém: CVSS: 7.2 (cao)

- Mbd ta: 156 hong trong
Microsoft SharePoint
Server cho phép ddi tuong
tan cong thuc thi ma tir xa.

- Anh huong: Microsoft
SharePoint Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-24955

CVE-2023-29336
CVE-2023-24902

- Biém: CVSS: 7.8 (cao)
- Mbd ta: 156 hong trong
Win32k cho phép dbi twong
tan cong thuc hién tan cong
nang cao dic quyén. Lo
hong nay dang bi khai théc
trong thuec té.
- Anh huong: Windows
Server, Windows 10,11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29336
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-24902

CVE-2023-29325

- Piém: CVSS: 8.1 (cao)
- M6 ta: 16 héng trong
Windows OLE cho phép dbi
twong tan cong thuc thi ma
tir xa. L& hong nay da duoc
cong bd rong rai trén
Internet.
- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29325

CVE-2023-24941

- biém: CVSS: 9.8 (nghiém
trong)

- Mbd ta: 15 hong trong
Windows Network File
System cho phép ddi tuong
tin cong thuc thi ma tir xa.

- Anh huong: Windows
Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-24941
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CVE-2023-24932

- biém: CVSS: 6.7 (trung
binh)

- Mbd ta: 156 hong trong
Secure Boot cho phép ddi
tugng tan céng thuc hién
tin céng vuot qua co ché
bao mat (Bypass). L& hong
nay da dugc cong bd rong
réi trén Internet.

- Anh huéng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-24932

CVE-2023-29344

- biém: CVSS: 7.8 (cao)

- Md ta: 156 hong trong
Microsoft Office cho phép
dbi tuong tin cong thuc thi
ma tur xa.

- Anh huong: Microsoft
Office, Microsoft 365.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29344

CVE-2023-24953

- biém: CVSS: 7.8 (cao)

- Mbd ta: 156 hong trong
Microsoft Excel cho phép
dbi tuong tin cong thuc thi
ma tur xa.

- Anh huoéng: Microsoft
Office, Microsoft 365,
Microsoft Excel.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-24953

2. Huwéng din khic phuc:

Thuc hién cdp nhat ban va cho cac 16 héng bdo mat noi trén theo hudng dan

cua hang Microsoft.
3. Tai liéu tham khao:

— https://msrc.microsoft.com/update-guide/
— https://www.zerodayinitiative.com/blog/2023/5/8/the-may-2023-security-

update-review
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